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CYBER INSURANCE OVERVIEW
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CYBER broadly means relating to
computers, information technology,
and virtual reality

Insurance product that protects
risks to NETWORK AND DATA
SECURITY and PRIVACY LIABILITY

Typically EXCLUDED from traditional
commercial general liability policies



► Insurers use different terminology for cyber
coverage and policy forms and definitions differ
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► Nature and scope of coverage continues to broaden
given soft market conditions

► Insurers continue to seek reinsurance capital
to address vast and varied potential exposures

CYBER INSURANCE OVERVIEW



COMPREHENSIVE POLICIES
INCLUDE COVERAGE FOR:
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FIRST PARTY EXPOSURES
business interruption, digital asset loss, reputational
harm, cyber extortion and breach response costs

CYBER INSURANCE OVERVIEW

THIRD PARTY EXPOSURES
security and privacy liability, regulatory fines
and penalties, multimedia liability, technology errors
and omissions liability, payment card industry
fines and penalties



7

FIRST PARTY EXPOSURES
ASSOCIATED WITH DATA BREACHES

BREACH NOTIFICATION COSTS
 Letter or email notifications,

publications

 Credit monitoring

LEGAL EXPENSES ASSOCIATED
WITH BREACH RESPONSE

 Breach Counsel

FORENSIC EXPERTS

 Determine cause, exposure,
remediation

COSTS TO RESTORE DATA ASSETS

BUSINESS INTERRUPTION LOSSES
 Earnings, extra expenses overtime wages

 Special expenses (pro-active expenses to mitigate)

DATA RESTORATION COSTS

CYBER EXTORTION PAYMENTS

 Bitcoin for Ransomware

PUBLIC RELATIONS CONSULTANTS

WIRE FRAUD LOSSES

CYBER INSURANCE OVERVIEW



THIRD PARTY EXPOSURES
ASSOCIATED WITH DATA BREACHES
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DEFENSE COUNSEL EXPENSES

CYBER INSURANCE OVERVIEW

SETTLEMENT AND INDEMNITY PAYMENTS

REGULATORY FINES AND PENALTIES

PAYMENT CARD INDUSTRY FINES AND PENALTIES
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2016
US Cyber Insurance

Policy Market Premiums

2022
Global

Cyber Market

$1.3B

$14 - $22B

CYBER INSURANCE COVERAGE TRENDS
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CYBER INSURANCE COVERAGE TRENDS

2016
BREACHES
BY SECTOR

10%
EDUCATION

3%
BANKING

7%
GOV’T MILITARY

44%
BUSINESS

(Hotel/Retail)

36%
MEDICAL/

HEALTHCARE



EXPERIENCED
RANSOMWARE

ATTACKS IN 2016

40%
OF BUSINESSES

CYBER INSURANCE COVERAGE TRENDS

DRAMATIC RISE
IN BEC SCAMS

(business email

compromise)

The future will see

CYBER EXTORTION

Statutory claims are
ESCALATING,

including TCPA claims
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GOVERNMENT REGULATORY
INVESTIGATIONS, FINES AND

PENALTIES CONTINUE TO
THREATEN HEALTHCARE
AND OTHER INDUSTRIES

► HIPPA “wall of shame” has
reached 2,000 (breaches
affecting 500 or more
individuals) since 2009

► FTC and Attorney Generals
investigations



LARGEST DATA BREACHES OF 2017
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2017

14 million
customers
14 million
customers
14 million
customers

Republican National
Committee Contractor:

200 million people’s
voting data

JUNE JULY

2.2 million
subscribers

SEPT

143 million users

FEB

1,000 locations
credit/debit

card data

5.5 million
people

MAR



2017 DATA BREACHES
IN CHRONOLOGICAL ORDER

E-Sports Entertainment Association

Xbox 360 ISO and PSP ISO

Arby’s

River City Media

Verifone

Dun & Bradstreet

Saks Fifth Avenue

UNC Health Care

America’s JobLink

FAFSA: IRS Data Retrieval Tool

Chipotle

Sabre Hospitality Solutions

Bronx Lebanon Hospital Center

Brooks Brothers

DocuSign

OneLogin

University of Oklahoma

Washington State University

Deep Root Analytics

Blue Cross Blue Shield/Anthem

California Association of Realtors

Verizon

TalentPen and TigerSwan

Equifax
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CYBER POLICIES

► Policies are generally written on a claims made and reported basis
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BASICS

► Each insuring grant has a per claim limit of liability and aggregate limit of
liability

► Available limits are usually subject to a retention or a “waiting period”

► The triggering event may be either

– the discovery of a “privacy breach” or “security event” or

– a “claim” made and reported during the policy period

► Broad “relation back” language so that any breach or event “arising out of” or
“relating to” a prior breach or event may relate back to the earlier breach
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CYBER POLICIES
INSURING CLAUSES

NETWORK SECURITY
BREACH

Intrusion or failure of network
security that leads to data breach,

destruction of data and cyber
extortion or ransomware

PRIVACY
BREACH

Exposure of confidential
information, including lost laptop

or hard drive, human error,
wrongful collection or theft

of information

BUSINESS
INTERRUPTION

Loss of profits and extra expense
incurred during the time that

a network is down, or

Losses as a result of the network
of a third-party provider (contingent

business interruption)



CYBER POLICIES
INSURING CLAUSES

NETWORK SECURITY AND PRIVACY LIABILITY
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FIRST PARTY

“We agree to reimburse you for your reasonable and necessary costs associated with the

repair, replacement and restoration of your critical systems including their data and

application components as a direct result of any non-physical peril. We will reimburse

this loss where the damage is first discovered by you during the period of the policy.”

“The Insurer shall pay all Loss, in excess of the applicable Retention, that an Insured

incurs solely as a result of an alleged Security Failure or Privacy Event that has actually

occurred or is reasonably believed by such Insured and the Insurer to have occurred.”



CYBER POLICIES
INSURING CLAUSES

NETWORK SECURITY AND PRIVACY LIABILITY
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THIRD PARTY

“Insurer agree to pay on Your behalf any Damages including Costs which you

become legally obligated to pay arising out of Claims brought by Third Parties, or

Your Employees, director or officers resulting from an actual or alleged Breach of

Network Security or Privacy.”

“We agree to reimburse you for your financial loss sustained during the indemnity period

as a direct result of the partial or complete interruption of your business operations.”

BUSINESS INTERRUPTIONS



CYBER POLICIES
INSURING CLAUSES

TECHNOLOGY ERRORS AND OMISSIONS LIABILITY
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THIRD PARTY

“Insurer agree to pay on Your behalf any Damages including Costs which you

become legally obligated to pay arising out of Claims brought by Third Parties,

resulting from an actual or alleged Professional Wrongful Act.”

 Professional Wrongful Act is defined to mean a negligent act, error or
omission in the provision of particularized services, typically technology
services.



CYBER POLICIES
INSURING CLAUSES

21

► This is advertising coverage for most platforms, including social media

MULTIMEDIA LIABILITY

“Underwriters will pay on behalf of the Insured any Liability Expense or

Defense Expense arising out of a Claim alleging that the Insured committed a

Wrongful Act after the Retroactive Date . . . and before the end of the Policy

Period in the course of publishing content in electronic or print media.”

► These cases are expensive, difficult to settle litigation, often brought into
counterclaims and can be “bet the company” litigation



CYBER POLICIES
LIMITATIONS TO COVERAGE AND EXCLUSIONS

► Prior knowledge and retroactive date exclusions are common
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► Claims attributable to property damage or bodily injury excluded

► Claims arising from natural catastrophes, war, terrorism and
power failure are generally excluded

► Employer/employee relations claims are generally excluded



CYBER POLICIES
LIMITATIONS TO COVERAGE AND EXCLUSIONS

► Fraud and intentional conduct exclusions are common but limited by
innocent insured, defense costs, and “admission” carve backs
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► Unfair competition, antitrust, deceptive trade practices claims are
generally excluded, but often do not apply to matters triggering
multimedia coverage

► Patent infringement and theft of trade secrets are generally excluded

► TCPA/unsolicited communications and PCI claims are generally
excluded



CYBER POLICIES

POLICY OVERLAP WITH OTHER INSURANCE POLICIES
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► D&O Liability Insurance

► Professional Liability Insurance

► CGL – Coverage B: Personal and Advertising Injury
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EXAMPLES OF CYBER CLAIMS
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► Insured’s network is accessed inappropriately, intentionally or negligently

► Notifications where required by statute are sent to those impacted

BREACH

► The insured advises Health & Human Services Office of Civil Rights
(OCR) of the breach; OCR commences investigation

► The compromise involves a Privacy Breach (violation of any right to privacy) and
a Security Breach (use of Insured’s Computer System by unauthorized person) -
coverage for Breach Response Expenses (forensics, legal, notification costs, call
center, and public relations firm)



► The OCR regulatory action arises out of the same event and is
considered a single Claim or Loss

► There is typically coverage for the regulatory action

► If third party complaints follow, there would be coverage those third party
claims

► Class action lawsuits are common

$180K
COUNSEL

$25K
PUBLICIST

$450K
FORENSICS

$440K
NOTIFICATION &

CREDIT MONITORING
27

BREACH

ACTUAL EXPENSES

EXAMPLES OF CYBER CLAIMS
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EXAMPLES OF CYBER CLAIMS

RANSOMWARE

► Insured discovers that its data is locked by
ransomware encrypting and rendering
useless server data; bitcoin ransom
required for the decryption key

► Coverage triggered for expenses incurred
to remediate the cyber extortion threat

► Terms and conditions of coverage may
apply to mitigate exposure (i.e., policy
consent provisions and breach and
vendor selection)
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EXAMPLES OF CYBER CLAIMS

► A fraudster impersonating a client provides the
insured with fraudulent wire instructions

► Insured wires hundreds of thousands of dollars to
the fraudulent account instead of the client’s
account; the bank is unable to reverse the wire

► The wire fraud triggers a sublimit for financial fraud

WIRE FRAUD

► The professional liability insurance policy also triggered
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EXAMPLES OF CYBER CLAIMS

► Major US airline experiences 13 hour
system failure resulting in 2,000 cancelled
flights

► Business interruption coverage is triggered and indemnity
is owed to the insured for losses incurred after the waiting
period and during the indemnity period

BUSINESS INTERRUPTION

► Losses include lost revenue, overtime costs, and
losses that would not have been incurred “but for”
the outage
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EXAMPLES OF CYBER CLAIMS

► Company files lawsuit against competitor alleging false advertising;
competitor counterclaims alleging antitrust, false advertising, product
disparagement, business defamation, tortious interference with business
relations, and unfair competition

► Counterclaim triggers multimedia liability because it alleges the insured’s
release of print media resulted in product disparagement

MULTIMEDIA LIABILITY

► Covered and non-covered counts; reservation of rights gives the insured the
right to independent counsel; co-insurance situation with D&O insurer

► Expensive; often “bet the company” litigation
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EXAMPLES OF CYBER CLAIMS

► Insured files a complaint against its client seeking
money due under a contract for services

► Client counterclaims alleging the insured negligently
performed its IT services and alleging fraud

TECHNOLOGY E&O

► Counterclaim triggers tech E&O liability because it alleges
a wrongful act in connection with the insured’s technology services

► Covered and non-covered counts; reservation of rights
gives the insured the right to independent counsel

► Expensive and difficult to settle, counterclaim used as leverage
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LARGE LOSS CLAIMS

► The 2013 data breach at Target
incurred costs of $300 million

► Target’s insurance claim was one of the largest ever
made for a cyberattack and covered less than half
with $100 million in available insurance

► Systemic cloud service provider failures or targeted cyberattacks
on critical infrastructure like power grids and energy infrastructure,
telecommunications and transportation would be catastrophic

LARGEST CYBER CLAIMS HAVE SO FAR
COME FROM THE US RETAIL INDUSTRY



LARGE LOSS CLAIMS

settlement in a lawsuit
filed by a group of state

attorneys general

paid in a class action
lawsuit to affected

consumers in
March 2015

paid to MasterCard
in an April 2015

settlement

paid to Visa
in August 2015

paid to banks and credit
unions for losses and costs
related to the breach, in a

December 2015 settlement

Legal fees and cost
of providing credit

monitoring and
notification
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Target breach of credit card information of 40 MILLION
– cost estimate $292 MILLION, comprised of:
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LARGE LOSS CLAIMS

Home Depot breach of email or credit card
information of more than 50 million - cost estimate
at least $179 Million, comprised of:

settlement with
dozens of banks

compensation to
consortiums made up of

Visa, MasterCard, and
various banks

settlement to affected
customers that included a

as well as credit
monitoring services

Plus legal fees and
other undisclosed

payouts
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LARGE LOSS CLAIMS

Equifax breach has potential
for huge exposures

► Consumer furor and class actions

► Regulatory actions – FTC and Attorney General

► Shareholders lawsuits – sale of stock,
criminal charges, D&O coverage

► Notification and forensic evaluation

► Reputational harm enormous
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CONCLUSION

Cyber policies are governed by
insurance principles

Policy language is standardizing,
but continues to be broad

Risks and policies continue to
evolve
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